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ABSTRACT 

Cloud Computing is an emerg ing technology widely used in the IT sector due its wide range of characteristics. 

These characteristics serve a medium for the intruders to attack the cloud and its users. The security of cloud can be 

compromised by employing different strategies and techniques. Many systems and techniques have been proposed for 

solving the security issues and implementing a high level of security on both the sides. Encryption is one of the best 

method suggested for making the cloud more secure and increasing its areas of application. This paper contains an overall 

study and comparison of various cryptographic algorithms implemented for cloud security. We also study some hybrid 

systems designed using combination of various crypto terminologies for enhancing data security in cloud. The hybrid 

systems implement multip le cryptographic algorithms like RSA and Dig ital signature, Diffie Hellman and AES in  

combination with Dig ital signature. Some of the comparison parameters included are technique propose d, type of 

algorithm, algorithm, scalability.        

KEYWORDS: AES, DES, Diffie Hellman, Dig ital Signature, Encryption 

 


